OOrpyHTYBaHHSA TEXHIYHUX TA AKICHUX XaPAKTEPUCTHUK NMpeaMeTa 3aKymiBIi,

PO3Mipy OI01KETHOT0 MPU3HAYEHHS, O4iKyBAHOI BAPTOCTI MpeaMeTa 3aKyiBJIi:
Kox 1K 021:2015 72310000-1 IMocayru 3 00poOku naHUX (MOCTYTH 31 30epiranHs Ta 00poOKH JaHUX Y
dhopmi XMapHOTO (BIPTYyaJIbHOTO) AaTa-IICHTPY)

TexHiyHi Ta AIKICHI XapaKTepUCTHUKH NpeAMeTa 3aKyHiBJI CKJAJeHi y BiINMOBIIHOCTI 10 moTped
CyMCBKOTO JEpXKaBHOTO YHIBEPCUTETY Ta HOPM YHHHOTO 3aKOHOJABCTBA 1 MPOIHKCAHI B TEHICPHIN
JOKYMEHTAIlil HACTYITHUM YHHOM:

Texniuna cneundikamis

ITocyru 31 30epiranas Ta 00poOKu JaHUX y GopMi XMapHOTO (BipTyaabHOTO) HaTa-IEHTPY MOBHHHI HaJIaBaTHCS
BignoBigHO 1Mo 3akoHy Ykpainu “IIpo xmaphi mocmyru” Bix 17.02.2022 Ne 2075-IX Ta mocranoBu KMV «Jesxki
nuTaHHs 3a0e3neueHHs (YHKLIIOHYBaHHS AepKaBHUX 1HQopManiiHuX pecypcisy Bin 30 rpynus 2022 p. Ne 1500.

Tadopmariitai cucremu 3aMOBHUKA po3poOIIeHi Ta (yHKIIIOHYIOTE Ha 6a3i [13 rinepsizopa VMware.

YyacHUK HOBHHEH MaTH MapTHEPCHKUH CTaTyC B cdepi HaJaHHI XMapHUX OCTYT Bix BUpoOHUKa [13 rimepBizopa Ta
JOCTYTI A0 1iJ101000BOi HApTHEPCHKOT TEXHIYHOI MIATPUMKH PiBHS HE HIDKYE MIATPUMKHU MPOTYKTUBHUX CHCTEM BiJl
BHPOOHHMKA MPOTPaMHOTO 3a0€3MeUYCHHS TiNepBi3opa, O BUKOPHUCTOBYETHCS B pOOOTI XMapH.

Yuacnuuk noeunen naoaeamu nocnyzu: koo /K 021:2015 72310000-1 Ilocayzu 3 06pooku oanux (nociayzu 3i
30epizanna ma oO6poOKu OaHux y opmi xmapHozo (sipmyanvrozo) oama-yenmpy) ckiao, odcazu, KinbKichb,
CHMPOK HAOAHHA AKUX, 6U3HAYEHO 8 Madauyi.

Oux. Bumipy KinbkicTh . .
. . . . KinbkicTh
Ne HaiiMeHyBaHHS IOCJIYT (Tapugikauis 3aJiAHUX vicsimin
) MOTYKHOCTEI !
1 [locnyra 3 HagaHHS B KOPUCTYBaHHS BIPTYaJbHOTO GHz 84 11
nporecopa (VCPU)
2 [Tocnyra 3 HAJIAHHS B KOPUCTYBAHHS OTIEPATHUBHOT IaM AT Gb 90 11
(VMEM) for Linux vDC
[ocnyra 3 HaaHHS B KOPUCTYBAHHS TUCKOBOT MiICHCTEMH
3 triry SSD (ue menmre 5000 iops) Gb 1750 11
Ilocmyra 3 HamaHHS B KOPWUCTYBAaHHS BipTyaJbHOTO
4. | mapuipytusaropa Edge Gateway 3 MiAKIIOYCHHSIM JI0 IIT. 1 11
Iarepuer 100/50*
5 [locnyra 3 HagaHHS B KOPUCTYBaHHA aonaTkoBoi IP- — 3 11
azpecu
6 [Mocnyra 3 HajaHHSI CEpBICY pE3EpBHOTO KOIIOBAHHS - wr 5 11
" | Veeam Backup & Replication Enterprise Plus )
7 [locnyra 3 HaZlaHHs IMCKOBOT MifICHCTEMH U 30epiraHas Gb 2000 11
pesepBHUX Komiit (Remote backup space)

* BukoHaBellb MOBHMHEH MAaTH MOXJIMBICTh HaJaBaTH JOCTYI
3axHIIeHUH By30J iHTepHeT noctymy (3BI).

OcHoBHI 3arajbHi BUMOTH
3aMOBHMKY IOBUHEH OYTH IOCTYNHHUH Takuii HaOip omepauiit Xmapuoro Llentpy O6po0ku Hanux (mami — XILO/)
(HE € BUYEPITHUM):
1. CrBoproBatu a00 BHIANATH BipTyalIbHI MAIlIMHU Ta 3MIHIOBAaTH iX KOH(Irypariiro.
2. BMmukatu Ta BUMUKATH BIpTyaJIbHI MalllMHU, OTPAMYBATH JTOCTYII 10 X KOHCOJIEH.
3. CtBOproBaTy, BUOAISATH, HATAIITOBYBATH Ta MiAKIIOYATH 10 BIpTyaJIbHUX MAalMH BipTyalbHI TUCKH Ta pecypcu
XMapHOro CXOBHIIIA.
KepyBatu koH}Irypaltiero Mepesxi, miAKITIOUaTH Ta BIIKIFOYATH BiJ HEl BIpTyaJibHI MaIllUHU.

©No oA

CtBOprOBaTH, BUAAIATH Ta HamamroByBatd VLANSs.

JI0 TIo0anbHOT Mepexi [HTepHeT uepe3 BIacHUMA

HanamroByBatu npasuiia MapLipyTH3alii MappyTu3aTopa, Mo HiAKIYeH!H 10 [HTepHeT.
BcraHoBmoBaTH Ha BipTyallbHI MalllMHU CUCTEMHE Ta MPHUKJIAJIHE IPOrpaMHe 3a0e3MeUeHHs Ta KepyBaTH HUM.
HanamroByBatu npaBuiia CTBOPEHHS pe3€pPBHUX KON BipTyaJbHUX MAIlIMH Yepe3 BiOBIAHY KOHCOIIb.




OcHoBHi TexHiuHi Bumoru 10 XIHO/JI

1. VYci obumncmoBansHi pecypen Llentpy O6pobku Janux (mami - LO/M) XIO/ matores OyTr po3ramioBaHi
BiAmoBiHO 10 BUMOT 3akoHy Ykpainu «[Ipo xmapai mociayrm» Ne2075-IX Big 17.02.2022.

2. VY cknaai pimennst Bukonasis nosunHi Oytu BiacytHi IO/, po3ramosani B Pociiicekiit deneparii, HaBiTh
sxmio B 1ux [1O/] He TuTaHy€eThCsl pO3MINITYBAaTH €IEMEHTH PIIlICHHS.

3. Hapitinicts IO/ (moctym 1o pecypciB) Ha SKOMY pO3TalllOBaHHK MaliJaHYHK Ma€ BiAMOBIIATH BUMOTaM HE
ripme TIA942 (2014) Rated 3 a6o Uptime Institute TIER 3.

4, BukopucroBysani miatgopmu Bipryanizanii - VMware vSphere, Bepcis rinepsizopa He Hix4ae ESXi 6.7 U2,
Bepcisa Cloud Director He Himkue 10.3.

5. HasBnicTs mopTany Ta/abo rpadiuHoro inTepdeiicy aaMiHicTpaTropa, KUl 103BoJsie 3aMOBHUKY YITPaBIISITH

BIpTyaJbHUMHU MAIllMHAMH, IO CTBOPIOIOTHCS y BipTyanbHill mpuBaTHiM XMapi (KUIBKICTb MpoLecopis/aaep, 00'eM
OTIEPaTHBHOI TTaM'AITi, KITbKICTh Ta 00'€M TUCKIB, KUTBKICTh MEPEIKEBUX aalTepiB, THIT OTICPAIliIHHOT CUCTEMH).

6. MOo>JIMBICTh CAMOCTIHHO CTBOPIOBATH Ta HAJIAIITYBATH IIPUBATHI MEPEXKi Ta MiJKII0YaTH 0 HUX BipTyallbHI
CEepBEpH.
7. ®i3uuHi pecypcu 30epiranns JaHux i BipTyanbHUX OUCKiB Ta XMapHOTO CXOBHIIIA IOBUHHI MaTH PiBEHb

pe3epByBaHHs He Tipmie N+2. [le o3Hagae mo BUXig 3 Jaay Oynb-aKuX ABOX (DI3WYHMX MHUCKIB HE MA€ MPU3BOIUTH
JI0 3YyITUHKY CEPBICY Ta BTPATH JTAaHUX.

8. SLA BiaMOBOCTIHKOCTI KOHKpeTHOT VM noBuHeH OyTu He MeHIe Hix 99,95.

9. CtBOpeHHS BipTyalbHUX MamuH 3 00’ emoM 110 98 I'b onepaTtuBHOI mam’ATi Ha OJTHY BipTyaJIbHy MaIllMHY Ta
24 BipTyaJbHHX MPOLECOPIB.

10. BukopucranHs BipTyaJbHUX IPOLIECOPIB 3 TAKTOBOIO YacTOTOIO siApa He MeHIe 2,6 ['T.

11. O0’eM BipTyalbHHX AWCKIB, III0 MOKHA ITiIKJTFOYXATH 0 OAHIET BIpTyanbHOI MamuHu, He MeHme 1 Th.

12. UYac cTBOopeHHS HOBOI BipTyaJbHOI MAIIMHU HE MA€ MEPEBHUILYBAaTH 5 XBUJIHH.

13. MOXJIMBICTb MiJKIFOUYCHHS HE MEHIIIE 2-X MEPEKEBHX 1HTeP(EICIB Ha OJIHY BipTyabHY MAIlUHY.

14, [IBuakicTs MepexeBHUX iHTEphEHCiB, 10 MiAKII0YaI0THCS 10 BipTyalbHOi MamuHu He MeHmte 10 I'6it/c.
15. MoxnmBicTh oOmMpaTH mocTadanbHuka Ilocmyr IHTepHET Ta/abo BHIIICHHMX KaHATIB. Skmo oOpaHuit

3amoBHUKOM TocTavyanbHUK [locmyr [HTepHeT Ta/ab0 BUIUICHWX KaHATIB 1€ HE Ma€ MPSAMOrO MiAKIIOUEHHS 0
LO/I(iB) BukoHaBIIs, TO MOXKIIMBICT MIAKIIOUUTHCS Mae Oyt HajgaHa 0e3 oOMexeHb. BUKoHaHHS HEOOXiMHUX Ha
oomi Bukonag1is po0OiT He Mae mepeBunyBatu 10 podounx mid.

16. Buxonasers 3a0e3nedye/rapanTye OBHY 130JIA11II0 TaHUX 3aMOBHHKA, IO 30€piraroTbes/00po0IsIOThCS Y
BipTyanbHii xMapi Bif iHmmx kopuctyBadiB XIIOJ[ Ta Tperix oci6. YmopaBmiaté AOCTYNOM J0 NaHHX, IO
30epiratoTecs y BipTyanbHiii mpuBaTHii XMapi Mae suiie 3aMOBHUK.

17. [MinTpumka iaTepdeiicis iSCSI, NFS abo anamory ams XMapHOTO CXOBHIA. 3aMOBHHUKY Ma€ OyTH HaJaHO
MOJKJIMBICTD YIPABIATH XMapHUM CXOBHILEM, BUKOPUCTOBYIOUH iHTepdeiic ai1st anMinicTpaTopa, y MexKax pecypcis,
SIK1 3aKYIUICHO.

18. OCHOBHI BUMOTH [0 TPaHWYHOTO MapIIpyTHU3aTopa: Moke OyTH (i3WYHHMH YW BIpTyambHUH TPUCTPIH,
inTepdeiic migkmroueHHs Ha mBHAKOCTI 1I'6iT/c, (dakThyHa rapaHTOBaHA MONOCa TPOMYCKAaHHS HE MEHIIe
800M0iTt/c, mintpumka DNAT/SNAT nans IP anpec ta mopriB B 3anexHocTi Big [P anpec, mopTiB Ta mpoToKoIIiB,
ACL, inTepdeiic ynpapmiHHS 15 3aMOBHHUKA.

19. Ctpok BiAmpaIfoBaHHs 3amuTy Ha 30UTbIIEHHS a00 3MEHIIEHHS pecypciB (00’eM 00YHCIIOBAIBHOI
MOTY>KHOCTI IPOIecopiB, 00’eM onepaTUBHOI mam’siTi, 006’em BipTyansHux muckiB, 06’eM XMapHOTO CXOBHIIA,
TOLIO) AOCTYMHUX AJs BipTyansHOi mpuBaTHOI XMapH, He mepeBuulye | 0i3Hec-100y B MeXax MaKCHMalIbHOTO
00’eMy pecypciB.

20. BukoHaBelb Ma€e JiiiCHI JIIIEH31T HA BCE KOMEPIIiiiHEe mporpamMHe 3a0e3MeUeHHs, 1110 BUKOPUCTOBYETHCS Y
XLOA.
21. ABTOMaTHYHE TMepeKiIoueHHs BipryanpHoi MamuHu Ha iHmMKA (i3MYHUA cepBep y BHIAIKy 30010

(hizmuHOTO CepBepy, Ha sIKOMY Oyia 3amymeHa Bipryansna mamuHa. Yac nepekiiiodeHas He Mae nepeBumryBatu 10
XB. (He paxylouH 3aIycK OIEepaliifHOT CUCTEMH Ta arJIiKalii).

22. [MingTpumka 24/7 (24 ronuau, 7 AHIB HA TIXKACHB) O Telle()OHY Ta €JIEKTPOHHOIO TIOIITOIO.
Bumorn 1o cucremu 3axucty ingopmamnii XIHO
1. IMocnmyra 31 30epiranHs Ta 0OpoOKH JgaHMX y (opmi XMapHOro (BIpTyajabHOIrO) JaTa-IIEHTPY MOBHUHHA

3nificHIoBaTHCs BiamoBinHo BuMoram KommiekcHoi Cuctemu 3axucty Inpopmanii (KC3I) ta 3ab6e3nedyBaTu 3aXucT
iH(opMaIIii BiAMOBIHO 10 BUMOT HOPMaTUBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXUCTy iH(opMarii YKkpaiHu.

2. B XI1O/l moOBUHHO BUKOPUCTOBYBATHUCH JIUIIIC JIILIEH31HHE MPOTPaMHEe 3a0e3MeUCHHS.

3. 3axuct X11O/] Bix HecaHKLIiIOHOBAHOTO AOCTYIY A0 iH(pOpMaLlii MOBUHEH OyTyBaTUCs 3 BUKOpUCcTaHH:IM [13
(y ToMy 4ucIi criemiani3oBaHUX CHUCTEM MepekeBoi iH(opMalliifHoi Oe3lekn Ta MepekeBHX 3aco0iB mepenadi
JAaHWX ), IKi MAIOTh BiJIITOBITHI MeXaHi3MH (aBTeHTH(]IKaIlii, aBTOpU3AIlii Ta ayIUTY) Ta 3aXUIICHI MEPEKEBI CEPBICH.
Bumoru 10 mirpauii BipTyaiabHuX cepBepiB:



- Mirparlis BCiX BipTyaJIbHUX CEepBepiB MOBUHHA OyTH BUKOHAHA YYaCHWUKOM BIIPOAOBXK | 10OM 3 maTu miAmucaHHs
JOTOBOPY;

- 3ynuHKa (DYyHKIIOHYBaHHS iHPOpPMAaLidHUX cHCTeM 3aMOBHMKa Ha 4ac Mirpaunii He moBwHHa OyTu nosmie 30
XBHJIUH;

- Mirpaiis BipTyaabHUX cepBepiB Ta cepsiciB 3 icHyrodoi XI1OJl 3amoBHuka Ha XI1[O/] YuacHMKa BUKOHYETHCS
Y4acHUKOM 3a BJIacHI KOIITH.

Mexani3zm mirpanii, Ta HanamrtyBanHsi XI[OJl moBuHeH OyTu HajamToBaHMM 3a Aonomorolo VMware Cloud
Director Availability .

Bumoru 10 10CTYNHOCTI cepBicy

Tabauist — Bumoru 10 OCTYIMHOCTI CEpBiCy:

Ne Hazsa napametpy 3HaueHHA

1 MakcuManbHO TOMYCTUMHMI CyMapHHUid 4ac HeAocTymHoCTI cepicy LIO/] 30 XBUINH

Bumoru 10 peakuii Ta BUpileHHs 3aNUTIB 3aMOBHHKA
Tabnuist — Bumoru 1o peakiiii Ta BUpillieHHs 3aIIMTiB 3aMOBHUKA.

Makc. Yac Makc. Yac Bukonanus | Makc. Yac BUKOHAHHS
Tun 3anuty Pernament o . N .
peakuii (80% 3amnmTiB) (99% 3anwuTiB)
Inmunent 24*7 30 xBHINH 3 roguHu 12 roguna
3MiHa Bi3nec-uac 2 Oi3HEC-TOAUHHU 8 0i3HEC-TONMH 55 013HeC-TOAUH
Koncynpraris Bbi3znec-yac 2 Oi3HEC-TOIMHHU 12 6i3Hec-romuH 60 Oi3Hec-roauH

JlocTymHICTh CepBicy pO3PaxOBYEThCS 32 KOXKEH MICSIb OKPEMO.

BinmoBizHo nmo Bumor wactuHu 3 crarti 23 3akony Ykpainm «lIpo myOumiuHi 3axkymiBii» BCi MOCHJIAHHS Ha
CTaHAAPTHI XapaKTEPHCTHKH, TEXHIYHI PETJIAMEHTH Ta YMOBH, BHMOTH, YMOBHI NO3HA4€HHs Ta TEPMIiHOJOTIIO,
MOB’si3aHI 3 TMOCIyramH, IO 3aKyHOBYIOTHCS, IependaveHi ICHYIOUMMH MIKHapOIHHUMHU €BPONEHCHKUMU
CTaHAAPTaMH, IHIIMMH CIHIUTBHUMM TEXHIYHUMH €BPONEHCHKMMHM HOPMAaMH, IHIIUMH TEXHIYHUMH ETaJOHHUMH
CUCTEMaMH, BU3HAHUMH €BPONEHCHKIME OpTraHaMH 31 CTaHAapTH3amii ado HaIllOHAJIFHIUMH CTaHIApTaMu, HOPMaMHU
Ta MPaBUJIAMHU BXXUBAIOTHCS Y 3HAUEHHI «.... «a00 EKBIBAJICHT»».

Taxox Biamosigao mo BuMor dactuHu 4 ctarti 23 3akony Ykpainu «llpo myOiuHi 3aKymiBiti» BCi MOCHIAHHS Ha
KOHKPETHI MapKy YW BHPOOHHMKa a00 Ha KOHKDETHHWH MpOIEC, IO XapaKTepU3ye IMOCIYTy MEeBHOTo Ccy0’ekTa
TOCIOIAPIOBAHHSI, Y4 Ha TOPTOBI MapKH, MATCHTHU, TUITU a00 KOHKPETHE MICIIE MOXOKEHHS YH CIIOCI0 BUPOOHHIITBA
BXKMBAIOTHCS Y 3HAYCHHI «.... «a00 €KBIBAJCHT»».

OuikyBaHna BapTicTh npeaMera 3akyniBJi ckinanae 402 751,00 rpu. 3 I1/IB i Bu3HaueHa BiAMOBIAHO 10
MPUMIPHOT METOJMKH BHW3HAYEHHS OYIKYBaHOI BapTOCTI MpeAMeTa 3aKymiBii (3aTBep/KEHAa HaKa3oM
MinicTepcTBa pO3BUTKY €KOHOMIKH, TOPTIiBII Ta CIILCHKOTO rocrnogapeTBa Ykpainu Big 18.02.2020 poky
No275) Buxosuu 3 MOHITOPUHTY IIiH HA PUHKY.

II{ox0 po3mipy 0101:KeTHOT0 MPU3HAYEHHS: BIAMOBIIHO 110 1. 14 OcobnuBocTel 311HCHEHHS TyOIIYHUX
3aKyMiBeJib TOBapiB, poOIT 1 MOCIYT AJs 3aMOBHUKIB, nepeadaueHux 3akoHoM Ykpainu “IIpo myOmiuni
3aKymiBii”, Ha epioA Jii MpaBOBOTrO peXXUMY BOEHHOTO CTaHy B YKpaiHi Ta nmpoTsrom 90 aHiB 3 1HS Horo
MpUNMHEHHA a00 ckacyBaHHS, 3aTBepakeHux IlocranoBoro KMV Bix 12.10.2022 p. Ne 1178 (31 3miHamu
Ta JOMOBHEHHAMM) Ta CTaTTi 4 3akoHY IUIaHYyBaHHS 3aKyMiBedb 3[1MCHIOETHCS Ha MiACTaBi HasIBHOL
notrpebu abo y pasi IUIaHOBOI MOTPeOM HACTYIHOTO POKY. 3alUIaHOBaHI 3aKyMiBJII BKIIOYAIOTHCS IO
PIYHOTO IJIaHy 3aKyMiBeIb. 3aKyMiBIIs 3IHCHIOETHCS BIAMOBIIHO 10 piuHOTro TwiaHy Ha 2024 pik. Basrrs
O10JKETHUX 3000B’s13aHb 32 JOTOBOPOM Oy/Jie 3/11HCHIOBATHCS 3T1HO 3aTBEPIKEHOr0 KomTopucy Ha 2024

piK.



